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Thinking with pictures   

Building with words 
A Business Rules Primer from XpressRules® LLC 

 

Copyrighted Material 



 

Copyright © 2016 by XpressRules® LLC. All rights reserved. Page 2 
 

Oh, Meixiu.  

See Heidi use 
XpressRules.  

See her 
produce 

authoring screens and business rules and 
access policies and computer code and audit 
records. 

See Heidi help Operations reduce Risk 
Management’s total cost of info access 
control by 38%. 

So how does Heidi do all that? 
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This is the Risk Management 
Group. 

They protect the company’s 
information assets. 

They are not programmers. 

They write business rules. 

 

Business rules are sentences. 

Some business rules are access rules. An access rule restricts who 
may see specific information: 
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This is Heidi. 

Heidi is an intern. 

She helps the Risk Management 
Group. 

Heidi uses XpressRules. She is an 
accurate typist. She is not a 
programmer. 

She types the RMG’s description of the rule’s sentence layout. 
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Her words create a picture of the sentence’s layout: 
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The RMG requires a rule authoring console. 

XpressRules creates the rule authoring console: 
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The company’s security server requires 
computer code. XpressRules creates the rules’ 
computer code as XACML 3.0: 
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The Company’s IT Department prefers JSON. 
XpressRules also creates the rules’ computer 
code as JSON: 
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The company’s audit team requires readable histories. 

XpressRules creates an auditors’ “Round Trip” 
(NNL Code NNL) for each rule: 
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The RMG requires complex (multi-rule) policies. They select their 
pre-stored rules with XpressRules’ Policy Builder: 
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XpressRules creates the multi-rule policy (858 
total lines of XACML code): 
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The company’s CFO says, “Well done, RMG. 
You have reduced our annual TCO for info 
asset protection by 38%!” 
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The RMG says, “Good work, Heidi! Come back 
after graduation.” 
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So how does Heidi and the RMG do all this? 

Thinking with pictures… 
The RMG designs a small number of sentence 
layouts, which will support thousands of possible 
company-specific rules: 
 

 
Building with words 
The RMG supplies the vocabulary for the rules. 
 
Heidi takes (1) the RMG’s layout and vocabulary 
and (2) uses a free modeling tool to describe the 
sentence layout. When she presses           , 
XpressRules. . . 
 

Let’s add 
“Nationality”
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Finishes the Picture 
XpressRules uses Heidi’s saved picture to create: 
• The RuleBuilder Authoring Console 
• The PolicyBuilder Console 
• XACML 3.0 computer code for every rule 

created at the Authoring Console 
• XACML 3.0 multi-rule policies 
• JSON computer code for every rule 
• The rule’s “Round-Trip” integrity report for 

the auditor
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About “sentence layout”: 
   
If the language of pages 3‐13 feels a bit “constrained,” it is. And here’s why. Besides the Dick‐and‐Jane font, each 
sentence on every page is squeezed into one of two simple “layouts,” each with three parts: 
 

1. Subject     Action    Something 
Heidi     uses   XpressRules. 
The company’s audit team requires  readable histories. 
The company’s CFO  says   “Well done…” 
 

2. Subject    Form of “be” Something 
Hedi     is   an intern. 
Business rules   are   sentences. 
She     is not   a programmer. 

 
Business Rules are constrained as well. An XpressRules’ BR always begins with one of the following Rule Types: 

• It is permitted that… 
• It is prohibited that… 
• It is obligatory that…. 

 
The “layout” of an XpressRules’ access policy—a type of Business Rule—typically looks like Heidi’s console (p. 6): 
 Rule Type   Subject   Action Resource  Condition(s) 
 It is permitted that  a Company Official  may copy… information… only if … 
 
Using just simple‐sentence rules like the one on page 6, non‐IT policy authors (and their assistants) can create 
very complex multi‐rule policies. These policies will support most of the cases required by an entire organization. 


