Governance Policies in Youwr OwnWords ™

e You are the policy officer. So you (and not IT) are responsible for creating and

managing auditable policies.

e With XpressRules® you simply click to create policies in your own words:
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=l Operation —=
=xacml3:AnyOf
<xacmi3.AllOT=
=xacmi3:Match Matchid="urn:casis:names:tc:xacml:1.0:function:string-equal™=
<xacmid:AttributeValue DataType="hitp:iw ww. w3.org/2001 XMLSchema#string"=reincorporate</xacmi3: AttributeValue=
<xacmi3:AttributeDesignator Attributeld="urn:casis:names:tc:xacml:2.0.action:operation™
DataType="http:ifwww w3.0rg/2001/XMLSchema#string”
Category="urn:oasis:names:tc:xacml:3. 0:attribute-category:action”
MustBePresent="false"/>

<fxacmi3:Match=
<hcacml3 A0 =
“xacmi3:Al0f=
=xacml3:Match Matchld="urn:casis:names:tc:xacml:1.0:function:string-equal™
<xacmid:Aftribute\alue DataType="http:ifwrww. w3.org/2001XMLS chema#string™- disclose electronically</xacmid:Attribut@
<xacmi3:AttributeDesignatar Attributeld="urn:casis:names:tc:xacml:2.0:action:operation™
DataType="http:/'w ww.w3.0rg/2001/XMLSchema#string”
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action”
MustBePresent="false">

<heacmi3:Match=
<hcacml3 A0 =
<fxacmi3:Any0f=
<l— Receiver —=
=xacml3:Any0f=
“xacmi3:Alof=
=xacml3:Match Matchld="urn:casis:names:tc:xacml:1.0:function:string-equal™
<xacmi3:AttributeValue DataType="hitp:ifwww. w3.org/2001XMLSchema#string”=Docter</xacmi3. AttributeValue=
<xacmi3:AttributeDesignater Attributeld="urn:casis:names:tc:xacml:2.0:resource:receiver-organization”
DataType="http:{'www . w3.0rg/2001/XMLSchema#string”
Category="urn:oasis:names:tc:xacml.3.0:attribute-category:resource™
MustBePresent="falze"/>

<hxacmi3:Match=
<hacmi3 A0 >
“xacmi3:Alof=
=xacml3:Match Watchld="urn:casis:names:tc:xacml:1.0:function:string-equal”=
<xacmi3:AttributeValue DataType="http:ifwww. w3.0rg/2001/XMLSchema#string”s requesting party<xacmi3: Attribute’Valy
<xacmi3:AttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:resource receiver-organization”
DataType="http:/www w3.org/2001XMLSchema#string”
Categary="urn:oasis:names:tc:xacml:3.0:attribute-category:resource™
MustBePresent="false"/>

@ This file is wel-formed. Please note: you can alzo validate an XML file against its document type definition

WId":"resource-owner",
"Value":"5t Jude Childrens Researc
}
1
by
"resources":{
"resource”: [
{
"Id":"resource-type",
HIV lab reports"

"actions":
"action": [

{

"Id":"action-type™,
"Value
L)

{
"Id":"action-purpose",

:"reincorporate™

1
by
"recipients":{
"recipient”: [
{
"Id":"recipient-type",
"Value”:"Doctor™

}
1
Fr
"rule”:{
"Id":"ConsentDirectiveRule.1.0.1",

"effect™:"Permitc™
Ty
"conditions™: {
"condition™: [

1
"Id":"expiration-date™,
"Value": "02/03/2015"

}

So manage policies, not code.
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